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Quick Bug Detection Through Black-Box Checking:
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ABSTRACT

Combinations of active automata learning, model-based testing and
model checking have been successfully used in numerous applica-
tions, e.g., for spotting bugs in implementations of major network
protocols and to support refactoring of embedded controllers. How-
ever, in the large majority of these applications, model checking is
only used at the very end, when no counterexample can be found
anymore for the latest hypothesis model. This contrasts with the
original proposal of black-box checking (BBC) by Peled, Vardi &
Yannakakis, which applies model checking for all hypotheses, also
the intermediate ones. In this article, we present the first system-
atic evaluation of the ability of BBC to find bugs quickly, based
on 77 benchmark models from real protocol implementations and
controllers for which specifications of safety properties are avail-
able. Our main finding are: (a) In cases where the full model can
be learned, BBC detects violations of the specifications with just
3% of the queries needed by an approach in which model check-
ing is only used for the full model. (b) Even when the full model
cannot be learned, BBC is still able to detect many violations of
the specification. In particular, BBC manages to detect 96% of the
safety property violations in the challenging RERS 2019 industrial
LTL benchmarks. (c) Our results also confirm that BBC is way more
effective than existing MBT algorithms in finding deep bugs in
implementations.
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1 INTRODUCTION

Testing whether a software system conforms to a high-level speci-
fication is challenging without access to source code or a detailed,
low-level model. Without guidance for the selection of tests in-
puts, testers typically resort to random test generation algorithms,
possibly in combination with user-provided input grammars and
evolutionary mechanisms [29, 64]. However, such methods can
easily fail to expose software bugs whose occurrence depends upon
specific sequences of input events.

Recently, some powerful learning-based testing techniques have
been proposed that address these limitations by combining testing
and learning [4, 39, 40, 44, 45, 49]. These techniques are based on
ideas of [10, 60] about the duality between inductive inference and
conformance testing: where inductive inference aims to construct
a hypothesis model based on the outcomes of a finite number of
experiments, the goal of conformance testing is to find a counterex-
ample for this hypothesis by performing experiments. The central
idea of learning-based testing is to create a feedback loop in which
counterexamples found during testing help to make the learned
models more accurate, whereas the learned models drive the test
generation to obtain increasingly powerful test suites.

Learning-based testing has been successfully used in numerous
applications, e.g., for spotting security vulnerabilities and bugs in
implementations of major network protocols [18, 20-22, 24, 50]
and to support refactoring of embedded controllers [51, 52, 61]. We
refer to [2, 14, 31, 57] for surveys and further references. As a result,
learning-based testing has become a standard tool in the toolbox
of software engineers who are trying to find deep bugs in protocol
implementations or state-machine-based embedded controllers.

In their seminal paper from 1999 on learning-based testing, Peled,
Vardi & Yannakakis [44, 45] combine three approaches for the veri-
fication of computer-based systems into what they call black-box
checking (BBC): model checking, which checks if a known state dia-
gram model conforms to a specification, conformance testing (a.k.a.
model-based testing (MBT)), which checks if a black-box system
conforms with an abstract design, and active automata learning
(ak.a. model learning), which constructs a state diagram model of a
black-box system by providing inputs and observing outputs. By
combining these approaches, the authors obtain a method to check
whether a black-box implementation satisfies a high-level speci-
fication. Conceptually, BBC is just a form of model-based testing.
However, by learning the state-transition behavior of the SUT dur-
ing testing, BBC is more effective than MBT algorithms in finding
deep bugs in implementations for which only a high-level specifi-
cation is available. In the rest of this paper, we will use the term
black-box checking, but one could argue that the phrase learning-
based testing coined by Meinke [39, 40] is more appropriate.

Figure 1 schematically shows how BBC works. First of all, it
assumes an implementation (of a black-box system), referred to as
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Figure 1: Black-box checking for specification S and system
under test SUT.

the System Under Test (SUT), that needs to be analyzed. It also as-
sumes a (partial) specification S, usually a conjunction of a number
of requirements on the behavior of the SUT. An Adapter translates
the abstract input and output symbols from the specification to
concrete inputs and outputs that are accepted/produced by the
SUT. The adapter makes BBC scalable to realistic applications, by
using powerful abstractions [1, 56]. A Dispatcher orchestrates the
activities of the different analysis tools used in the BBC approach.
The dispatcher starts the analysis by activating the Model Learner
[4, 31, 57], which builds a state-transition model H (an hypothesis)
from results of learning queries (a.k.a. output queries): the learner
sends sequences oj, of inputs to the adapter/SUT, and in return
receives sequences gy of outputs. The hypothesis H aims to de-
scribe how the SUT actually works. Whereas specification model S
will often be small (e.g., a two state model describing that a response
may only occur after a request), the hypothesis H will typically be
much bigger, because the learning algorithm discovers — through
systematic exploration — that states of the SUT reached via certain
input sequences have different input-output behavior. Subsequently,
BBC runs a Model Checker [6, 13] to check if hypothesis H satisfies
specification S, writen H [ S, meaning that all behaviors of H
are allowed by S. Two cases are considered:

(1) f H E S then a Model-Based Tester [9, 35, 53] will run
testing queries to check whether # also is a correct model of
the SUT: it sends sequences oj, of inputs to the adapter/SUT,
and checks if the resulting sequence o,y of outputs agree
with the prediction of H. If a test fails, then the model
learner uses this test to improve H. If all tests pass then
BBC terminates and reports that no evidence was found
that the SUT violates specification S.

(2) If H [~ S then there is a counterexample o, for which H
produces an output not allowed by S. BBC then performs
an additional learning query o, on the adapter/SUT. If the
resulting output oy; agrees with the prediction by H then
the SUT violates S. Otherwise, H is not a correct model of
the SUT, and the model learner uses the counterexample to
further improve H.

Finally, we included a Runtime Monitor [36] in Figure 1, as a minor
extension of the BBC framework presented in [44, 45].! The runtime
monitor checks, for all (learning and testing) queries performed
on the SUT, whether the output oy produced in response to an
input oy, is allowed by specification S. If an output violates S then
a bug is reported. Use of a runtime monitor allows us to detect bugs
faster: when a bug is encountered, it is reported immediately, rather
than using it to further improve hypothesis model #.

Surprisingly, in the large majority of applications of BBC, model
checking is only used at the very end, when no counterexample
can be found anymore for the latest hypothesis model (exceptions
are, e.g., [38-40]). This contrasts with the original BBC proposal
of [44, 45] which applies model checking for all hypotheses, also
the intermediate ones. This is remarkable since, as observed by
[44, 45], “intuitively it is clear that in many cases this method
[only checking the final hypothesis] can be wasteful in that it
does not take advantage of the property to avoid doing a complete
identification”. In a black-box setting we can never be sure about
the correctness of learned models unless we are willing to make
strong (typically unrealistic) assumptions, such as a bound on the
number of states of the system. Therefore one might argue that,
rather than learning models, the main goal of BBC is to find bugs
in implementations as quickly as possible.

Some serious studies have been carried out to benchmark com-
binations of learning and testing algorithms for BBC [3, 27], but
(surprisingly) there is no systematic evaluation of the ability of
BBC to find bugs quickly. Only a few isolated results have been
reported. Meinke & Sindhu [40], for instance, concluded for a single
benchmark of an elevator system that the time required by BBC
to discover a bug in the SUT is between 0.003% and 7% of the total
time needed to completely learn the full model. The objective of
this article is to provide a systematic evaluation of the effectiveness
of BBC. In particular, we aim to answer the following questions:

RQ1 How effective is BBC (in terms of number of required
queries) in detecting specification violations when com-
pared with the effort required to learn the full model?

RQ2 How effective is BBC in detecting specification violations
in situations where the full model cannot be learned?

RQ3 Does it help to add runtime monitoring to the BBC toolbox?

RQ4 How effective is BBC in detecting bugs when compared
with traditional model-based testing algorithms.

In our experiments we simulate the SUT from benchmark mod-
els that were obtained using automata learning in previous works.
From the Automata Wiki [42]? repository, we selected 77 bench-
mark models with the following characteristics:

o All models were obtained via automata learning from real
protocol implementations and real embedded controllers.

o All models are deterministic Mealy machines in which each
input from a finite set I triggers a sequence of outputs taken
from a finite set O.

!Monitors have also been added to BBC by Meijer & Van de Pol [38] but with a
different purpose. They study BBC for general LTL formulas and propose to let the
model checker consider the safety portion of an LTL property first and derive simpler
counterexamples using monitors. So [38] uses monitors as part of the model checker,
and not for runtime monitoring of learning and testing queries.
Zhttps://automata.cs.ru.nl/
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e For all models, a specification was available consisting of a
number of safety properties, specified either as a DFA over
alphabet I U O, or as an LTL formula that we converted to
a DFA over alphabet I x O* using Spot [17].3 The specifica-
tions that we consider are DFAs, but multiple outputs may
be enabled in a single state, meaning that they allow for
observable nondeterminism in the sense of [7, 46].

The rest of this article is structured as follows. Section 2 recalls the
basic notations and definitions related to DFAs and Mealy machines
that we use. Section 3 briefly introduces the case studies from which
we obtained our benchmark models and specifications. Section 4
discusses our experimental setup, both for BBC and model-based
testing. The results from our experiments are presented in Section 5.
Finally, Section 6 presents our conclusions, and Section 7 discusses
limitations of our approach and directions for future research.

2 PRELIMINARIES

In this preliminary section, we first fix notation for partial maps
and sequences, and then for DFAs and Mealy machines. Next, we
describe how DFAs can be used to specify properties of Mealy
machines, and a simple model checking approach for this setting.
Finally, we briefly discuss our MBT approach.

2.1 Partial maps and sequences

We write f: X — Y to denote that f is a partial function from
X to Y and write f(x)| to mean that f is defined on x, that is,
dy € Y: f(x) = y, and conversely write f(x)T if f is undefined
for x. Function f: X — Y is total if f(x)], for all x € X. Often,
we identify a partial function f: X — Y with the set {(x,y) €
X XY | f(x) = y}. The composition of partial maps f: X — Y and
g: Y — Zisdenotedby go f: X — Z, and we have (g o f)(x)] iff
f(x)] and g(f(x))]. We use the Kleene equality on partial functions,
which states that on a given argument either both functions are
undefined, or both are defined with equal values for that argument.

An alphabet X is a finite set of symbols. A word over alphabet 3
is a finite sequence of symbols from X. We write € to denote the
empty word, and a to denote the word consisting of a symbol a € X.
If w and w’ are words over ¥ then we write w w’ to denote their
concatenation. We write X* to denote the set of all words over X,
and 3% to denote set =* \ {€}. A word v is a prefix of a word w if
there exists a word u such that w = v u. Similarly, v is a suffix of w
if there exists a word u such that w = u v. A language over X is a
subset of *. If L is a language over X, then we define (L)€ as the
language 3* \ L. A language L is prefix closed if w € L implies
v € L, for any prefix v of w.

2.2 DFAs and Mealy machines

Definition 2.1 (DFA). A (partial) deterministic finite automa-
ton (DFA) is a five-tuple A = (Q, %, 6, qo, F), where Q is a finite set

31n the original paper of Peled, Vardi & Yannakakis [44, 45], Biichi automata are used
as specifications and liveness properties are considered. However, in order to establish
soundness of their BBC procedure, they need to assume a known bound on the number
of states of the SUT. As pointed out by Meijer & Van de Pol [38] this can be either
dangerous (if the guessed bound is too low) or inefficient (if the bound is too high).
Meijer & Van de Pol [38] propose an alternative BBC procedure for liveness properties
that requires the ability to test for equality of SUT states, but this is not truly black-box.
We therefore decided to focus on safety properties in our study.
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of states, 3 is a set of input symbols, ¢° € Q is the initial state,
F C Qs a set of final states, and § : Q X ¥ — Q is a (partial) tran-
sition function. The transition function is inductively extended
to words over ¥ in the standard way, (for w € 3* and a € 3):

o(g.e) = ¢
3(3(q,w), a)

S(gwa) =

A word w € 3" is accepted by A if §(¢°, w) € F, and rejected by
A if §(q°, w) ¢ F. The language accepted by A, denoted £(A),
is the set of all words accepted by A. Two DFAs A and A’ are
equivalent, denoted A ~ A’, if they accept the same language. A
DFA A is prefix closed if, for each state q and input a, 5(q,a) € F
implies g € F. DFA A is complete if transition function § is total.

It is easy to see that if A is prefix closed then L(A) is prefix
closed. Each DFA can be turned into a complete DFA by adding a
fresh (nonfinal) sink state and adding, for each missing transition,
a transition to that sink state.

Definition 2.2 (Completion of a DFA). Let A = (Q,%,5,¢° F) be
a DFA. Then Complete(A) is the complete DFA (Q’, %, &, qO, F),
where Q" = QU {qs} and, forallqg € Q" anda € 3,

S (qa) = {5<q,a> if 5(q.a)]

qs otherwise

It is straightforward to verify that A ~ Complete(A).

Whereas the output of a DFA is limited to a binary signal (ac-
cept/reject), a Mealy machine associates a more general output to
each transition. The definition below, adapted from [23], associates
a sequence of outputs from some alphabet to each transition. Such
machines are quite useful to model the behavior of protocol entities.

Definition 2.3 (Mealy machine). A (partial) Mealy machine is a
tuple M = (1,0, Q, qo, 5, 1), where I and O are alphabets of input
and output symbols, respectively, Q is a set of states containing
the initial state g, § : QXI — Q is a (partial) transition function,
and A : Q X I — O~ is a (partial) output function. We require,
forall g € Q and i € I, that 6(q, )] iff A(q,i)]|. A Mealy machine is
complete if § (and hence A1) is total.

2.3 Model checking

As part of BBC, the model checker verifies if a hypothesis HH satisfies
specification S. Our hypotheses are Mealy machines, while we use
Deterministic Finite Automata (DFA) for specifications. Inspired
by [23], we translate our Mealy machines into DFAs, such that
satisfaction of H to S can be checked using standards available for
DFAs [30].

To translate from Mealy machines to DFAs, the idea is to insert
auxiliary states (w, q) in between the source ¢’ and target ¢ of a
transition, in which first the outputs from w are performed before
jumping to state gq.

Definition 2.4 (Mealy machine to DFA). Let M = (1,0, Q, qo, , A)
be a Mealy machine, with I N O = 0. Then MealyToDFA(M) is
the partial DFA (Q’,IU O, §’, qo, Q’) where, forall g € Q,i € I,
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Figure 2: A Mealy machine (left) and the corresponding DFA
(right).

0,0’ € Oand w € 0O*: §'(q,0)T, 8" ((0 w,q),i)T and

Q, = QU Qaux
Quix = {(,q) €0™Q|3¢ €Q,jel:
(¢’ j) =qand
v suffix of A(q’, j)}
6(q,1) ifA(gi)=¢
§(gi) = ((Ag).8(q.1) Agi)eO*
undefined Mg, )T
undefined ifo # o’
8 ((ow,q),0") = q ifo=0"andw=¢
(w,q) otherwise

Figure 2 gives an example of our translation from Mealy ma-
chines to DFAs. Note that MealyToDFA(M) is a labelled transition
system with inputs and outputs in the sense of Tretmans [53], but
of a restricted form. States of the DFA either have a single outgo-
ing output transition, or zero or more outgoing input transitions.
Moreover, at most finitely many consecutive output transitions are
possible from any state. It is easy to see that, given I and O, we may
fully retrieve M from MealyToDFA(M). Our translation improves
on the one presented in [23], which turns the Mealy machine of
Figure 2 into a DFA with 5 states.

Definition 2.5 (Specification). Consider a Mealy machine M with
inputs I and outputs O. A specification for M is a prefix closed
DFA S over alphabet I U O. We say that M satisfies specification
S if £L(MealyToDFA(M)) € L(S).

The specifications for our benchmark models need to be mas-
saged a bit to turn them into the above format. For the BLE and
RERS case studies the specifications are LTL formulas. Using the
Spot tool [17], we translate these to equivalent DFAs over alphabet
IxO. By splitting each (i, 0)-transition into an i-transition followed
by an o-transition, we can translate these DFA into (prefix-closed)
DFAs over alphabet I U O. For the SSH and DTLS case studies,
the specifications are given in terms of “bug automata”. These
are DFAs over alphabet I U O, but with the roles of final/nonfinal
states interchanged: accepting runs correspond to undesired behav-
ior of the SUT. By complementing these bug automata, we obtain
specifications in the sense of our Definition 2.5.

A model checker can efficiently check that M satisfies S, using
the fact that for all DFAs A and B, L(A) C L(B) iff L(A) N

(L(B))¢ = 0. Both intersection and complement can be easily
defined for DFAs:

Definition 2.6 (Complement). Let A = (Q, %, 4, qO, F) be a com-
plete DFA. Then the complement of A, denoted (A)¢, is the DFA
A=(0.%64%Q0\F).

Definition 2.7 (Product). Let A; = (Q1,2, 51,q(1),F1) and Ay =
(Q2, 2, 82, qg, F;) be two DFAs. Then the product of A; and Ay,
denoted Ay || Ay, is the DFA (Q1XQ2,%, 6, (q(l), qg), F1 X F;), where
forallq; € Q1,92 € Q2 anda € %,

6((q1,q2),a) = (81(q1,a),62(q2,a)).

It is well-known that for complete A, L((A)€) = (L(A))¢
and, for DFAs A; and A with the same alphabet, L(A; || A2) =
L(A) N L(Ay), see, e.g., [30]. Thus M satisfies S iff

L (MealyToDFA(M) || (Complete(S))€) = 0.

Emptiness of the language accepted by a DFA can be decided in
time linear in the size of the DFA [30].

2.4 Model-Based Testing

In this paper, Model-Based Testing (MBT) is used in two different
ways. First, MBT is used as part of the BBC procedure, namely to
check conformance of the current hypothesis to the SUT. Secondly,
we use MBT as a standalone method to find bugs in the SUT. This
way, we can compare the bug finding capabilities of BBC with
standalone MBT. In MBT, tests are derived from a model. In MBT as
part of BBC this model is the hypothesis. Standalone MBT uses the
specification as its model: it uses the prefix-closed DFAs over the
alphabet I U O, where a transition is either labeled with an input or
an output label. Therefore these DFAs can be trivially translated to
Labeled Transition Systems, for which standard test derivation is
defined as usual [53], i.e. a test either: (i) supplies an input specified
by the model, (ii) waits to observe an output - if the received output
is not the output specified by the model, the test stops with verdict
fail, or (iii) stops with verdict pass, when the stop condition, e.g.,
number of test steps, has been satisfied. While testing one keeps
track of the current state of the model according to the supplied
inputs and observed outputs. For selecting the next input of a test,
existing MBT test generation strategies can be used, e.g., to select
an input randomly, or to select a different input than already tried.

3 CASE STUDIES

We selected case studies from several published papers for which
both models of SUTs were available, as well as properties that could
be converted to DFAs. The SUTs were available on the automata
wiki; corresponding specifications were obtained from the paper
and corresponding artefacts. The case studies vary in size and
application area, so that we have a good basis to draw conclusions.

SSH (DFA). In [23], Fiterau-Brostean et al. describe expected
bugs and vulnerabilities as DFAs, and check these during automata
learning. They apply their method to three more recent versions
of the SSH server implementations (i.e., BitVise 8.49, DropBear
v2020.81 and OpenSSH 8.8p1).
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DTLS (Client & Server). Fiterau-Brostean et al., also apply their
method from [23] to 16 DTLS client implementations and 17 DTLS
server implementations (there were multiple versions of the same
DTLS implementations).

BLE. In [48], Pferscher et al. use an active automata learning
approach to detect anomalies and security vulnerabilities in five
distinct System on Chip (SoC) Bluetooth Low Energy (BLE) devices,
all of which implement the BLE 5 standard. Pferscher et al. found
several crashes, anomalies, and a security vulnerability with their
fuzzing-enhanced learning process.

SSH (LTL). In [24], Fiterau-Brostean et al. use active automata
learning and model checking to verify several security and func-
tional requirements against three SSH server implementations
(Bitvise 7.23, Dropbear v2014.65 and OpenSSH 6.9p1-2). They use
the NuSMV [12] model checker to automatically check their LTL
formalizations of 12 requirements imposed by RFCs that describe
the second version of the SSH protocol (i.e., SSHv2) against the
final Mealy machine models they learned for their selected imple-
mentations. They found that each of the implementations under
test violated at least one of their selected functional requirements.

RERS. The Rigorous Examination of Reactive Systems (RERS)-
challenges are semi-annual open competitions in which participants
attempt to solve a given set of reachability and verification problems.
The goal behind these competitions is to encourage the use of new
combinations of various tools and approaches and to provide a
basis of comparison for the approaches used by the participants.
The 2019-edition of the RERS challenge [32] contained an industrial
track with benchmark programs that are based on Mealy machine
models of controller software provided by the company ASML. We
used all thirty SUTs of the RERS 2019 industrial LTL challenge,
along with their accompanying LTL specifications.*

4 EXPERIMENTAL SETUP

We first explain our experimental setup to evaluate BBC, and its
variant in which only the final hypothesis is model-checked. Then
we explain our experimental setup for (traditional) MBT.

4.1 Black-box checking and model learning

In this work, we determine the efficacy of black-box checking (BBC)
by comparing its efficiency to that of “basic” model learning. The
main difference between basic variant and BBC is that the former
does not involve the use of a model checker[4, 31, 44, 45, 57], ex-
cept possibly at the very end when learning has finished. In our
experiments, basic model learning finishes once the Model-Based
Tester concludes that the current hypothesis H is equivalent to the
SUT. The basic model learning setup also does not involve the use
of a Runtime monitor.

Our BBC and model learning approaches both offer support
for the use of multiple properties at once. When BBC or model
learning uses the Model Checker, it checks every hypothesis that
it receives against each property. For each counterexample that it
finds, the Model Checker checks the output against that of the SUT.
It passes any counterexamples for which these outputs are equal to

“https://rers-challenge.org/2019/index.php?page=industrialProblemsLTL#
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the Dispatcher, along with their associated properties, and it will
stop checking hypotheses against the associated properties.

Our approach to using multiple properties has the consequence
that all properties may affect one another: any spurious Model
Checker counterexample is used to refine the current hypothesis,
the hypothesis then changes, which affects the way in which BBC
will look for counterexamples for all remaining properties.

We implemented the BBC and basic model learning approaches
in a single codebase written in Python 3.11.14 on top of version
1.5.1 of the AALpy [41] library for active automata learning. We
used version 2.13 of the LTL and w-automata manipulation and
model checking library Spot [17] to convert the LTL properties into
monitors. For performing experiments, we used Docker”.

We used the active automata learning algorithm L¥ because its
performance is competitive with that of several alternatives [54].
We use separating sequences for L*’s extension rule because this is
the default in AALpy. For most experiments, we use Adaptive Distin-
guishing Sequences (ADS) for the separation rule as this is AALpy’s
default setting. The exception is RERS, where we used separating
sequences because we found that using ADS with experiments that
were otherwise unchanged made the hypothesis refinements and
thereby the BBC process in the RERS models considerably slower.

We fixed the model-based tester for BBC to Hybrid-ADS [52]
because it is a recent, state-of-the-art approach that is available
as a tool. We based our configuration for Hybrid-ADS on [54]. As
such, we set the operation mode to “random”, the prefix mode to
“buggy”, the number of extra states to check for (minus 1) to 10,
and the expected number of random infix symbols to 10. We repeat
each of our experiments for 50 random seeds to account for the
randomness introduced by our use of Hybrid-ADS. We measure
the time that each seed takes with the perf_counter_ns-function
from the time-module of Python’s standard library.

Hybrid-ADS produces an unbounded number of testing queries
when used in random mode. Performing another correctness check
when the current hypothesis is equivalent to the SUT would take an
infinite amount of time. In [54], the authors skip this final correct-
ness check if they determine that the current hypothesis is already
equivalent to the SUT. We follow this approach because the number
of testing queries that one would perform to look for a difference
between a correct hypothesis and the SUT is always both finite,
and ultimately arbitrary.

We followed the approach of Kruger et al. [33], by using a step
budget to further reduce the time taken by certain BBC experi-
ments. If an experiment is about to exceed this budget, BBC first
terminates its current operation, and then uses the model checker
to look for counterexamples for the properties for which it hadn’t
found one. This use of the model checker does imply that the step
budget can be exceeded, since the model checker will still verify
any counterexamples that it finds against the SUT. Whenever we
used step budgets for an SUT, we did so because we found that it
should take us considerably more than a week to obtain all of our
results for it. We then used a range of step budgets that spanned
from 103 to 108 and selected the results for the largest budget for
which we obtained results in a timely fashion.

Shttps://www.docker.com/
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To evaluate our approach, we run our experiments on SUTs
simulated from Mealy machines (stored as DOT files) obtained with
automata learning in previous work (see Section 3). This way our
experiments are not hindered by, e.g., response times of a real SUT.
For each case study, multiple SUT models were available, as they
were obtained from different real implementations. All properties
available for the case studies were converted from their format,
which ranged from natural language to LTL formulae, to DFAs.
We performed experiments for all combinations of SUTs and their
associated properties.

We took the following decisions in obtaining the case studies:

SSH (DFA) & DTLS (Client & Server). We obtained the SUTs and
associated properties used in Fiterau et al’s [23] from their archived
software artifact on [19]. We only used the SUTs for which the
artifact specified which of their properties hold and which do not.
These were precisely the SUTs covered in [23].

BLE. We used all available SUTs and properties which we could
convert into LTL properties.

SSH (LTL). We use nine of the eleven LTL properties for our
evaluation. Property 3, property 4 and property 9 are excluded, be-
cause they each use either NuSMV’s O (once), or NuSMV’s S (since)
LTL operator, neither of which are supported by Spot®. Property
8 relies on the ability to check whether the SUT is in its initial
state, a requirement that cannot be satisfied in our black-box set-
ting. We therefore replaced this property with an LTL property that
we based on a DFA from the SSH (DFA) case study. Fiterau et al.
designed that DFA to capture the same requirement of the SSHv2
specification as Property 8. It does so in a way that doesn’t rely on
explicit knowledge of the SUT’s current state, which allows it to
work in our black-box setting.

RERS. We used the thirty provided models, and the safety prop-
erties among their accompanying sets of twenty LTL properties.
The number of safety properties, and thereby of the properties that
we used per model ranges from 9 to 18, with a mean of 13.7 and a
standard deviation of 1.9.

Table 1 shows some general information about the case stud-
ies. For each case study, it shows the number of SUTs, the means
and standard deviations of the number of SUT states and the total
number of properties that are violated by the SUTs, followed by
the means and standard deviations of the number of violated prop-
erties for each individual SUT. BBC is used to determine whether a
black-box SUT satisfies a given set of properties. The user wouldn’t
know beforehand which of the properties are satisfied by the SUT,
and which are not. We therefore included the properties that are
satisfied by the SUT in our experimentation. The inclusion of these
properties can affect the results, since any model checking coun-
terexamples that are found for these properties will trigger a hy-
pothesis refinement.

To make for a fair comparison, we use the same settings for the
model learning experiments as for their corresponding BBC exper-
iments. The only difference between them is in the way that the
Model Learner, Model-Based Tester, Model Checker and Runtime

Shttps://spot.Ire.epita.fr/concepts.html#1tl

Case study # Models  # SUT states # SUT Violations
Mean  Stdev  Total Mean  Stdev

BLE 8 7.6 4.5 1 0.1 0.4
DTLS Client 16 84.6 122.8 66 4.1 3.4
DTLS Server 17 90.7 238.0 44 2.6 3.1
RERS 30 432.7 835.6 182 6.1 2.4
SSH (DFA) 3 337 114 11 37 15
SSH (LTL) 3 42 20.8 6 2 1.0

Table 1: The total number of SUT models, mean and standard
deviation of the number of states of the SUT models, and the
total number of properties that violate the SUTs, followed by
the mean and standard deviation of the number of properties
that are violated by each individual SUT, per case study

Monitor are (or are not) used to follow either the BBC schematic
of Figure 1 or the model learning variant.

We performed the black-box checking and model learning ex-
periments on a computer with an AMD Epyc 7642 processor. Every
experiment was constrained to 2 processing cores and 4Gb of RAM.

4.2 Model-based Testing

In order to evaluate BBC’s performance against a baseline, we ap-
plied (standalone) Model-Based Testing on a subset of the evaluated
benchmarks. We selected a subset of experiments focusing on bugs
that require only low to moderate effort for BBC to produce coun-
terexamples. This restriction is motivated by preliminary results
indicating significantly worse performance of MBT.

For the MBT implementation, we use Lattest, a Haskell library
for MBT. As a test selection strategy, we implemented a tester that
combines a random walk with the aim of increasing transition
coverage. Specifically, we add memory to store the input sequences
that were tested already by some test of the test suite. At each step
of a test, a new input is chosen randomly from the set of inputs
that has not been tried yet after this sequence. The test stops either
when it fails or when it reaches the configured maximum number
of steps, which we defined as twice the number of states of the
specifications.

We considered an alternative bound for the stopping criteria of
a test, by looking at the length of traces for BBC to find bugs, but
since we then would use white-box knowledge, we decided that
a generic bound based on the specification would be fairer since
that is truly black-box. On hind-sight we checked that this practical
bound exceeded the number of steps that BBC needed to find bugs.

We chose our random walk strategy with memory for transi-
tion coverage as an optimum in between a simple random walk
and more sophisticated techniques, such as n-complete test suites
[8, 16, 35]. Given that a test from an n-complete test suite always
starts with an access sequences to a speciﬁcation state, we noted,
also from initial experiments where we tried tests of the n-complete
test suite, that the access sequences of the specification where not
matching with access sequences to a respective state in an imple-
mentation. The reason for this is that the specification consists of
properties that typically do not consider a trace from the initial
state, but only the few relevant inputs and outputs considered by
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that property. For example, it was expecting to see a response after
a certain input, but that response was only observed if before the
input some other actions were done. Consequently, a direct access
sequence which just provides the respective input would not work
to reach the state where the response transition is enabled. Summa-
rizing, the high-level and partial nature of the specification omits
details that sophisticated algorithms need to efficiently explore the
implementation and thus efficiently find bugs.

Initial experiments also confirmed that random walk could find
few bugs compared to BBC. With our memory test strategy, by re-
membering sequences, we have a somewhat course representation
of traces of the implementation (still much courser than hypothesis
models), so that MBT is able to somewhat compete with BBC, while
still representing a straightforward MBT test strategy.

As done in BBC, multiple properties can be tested on the same
SUT simultaneously. Given a set of properties, the tester constructs
a conjunction of the corresponding specifications. When a bug in
the SUT is detected, the violated property is identified, and the spec-
ification is regenerated excluding that property, to continue testing.
Shadowing of deeper bugs by shallower ones is thus avoided.

The subset of experiments executed for MBT consists of 48 com-
binations of SUTs and properties, therefore, 48 potential bugs to
be found. For each experiment, the number of test cases for the
test suites is ten times the number of queries it takes for the BBC
implementation to find the corresponding bug. The number of test
steps, within those tests, is defined as twice the number of states of
the specification, to aid the identification of deeper bugs. Each test
suite is repeated fifty times, with different seeds.

The specifications for these experiments were constructed from
LTL formulae as described in Theorem 2.5, or from the DFAs, de-
pending on the benchmark. As in BBC, the implementations de-
scribed in the DOT files are simulated by a Python script. Both
the tester and the Python-based SUT are executed inside Docker
containers. MBT experiments were executed on a computer with
an Intel i7 processor. Each instance of the tester was constrained to
1 processing core and 2Gb of RAM.

5 RESULTS

In this section, we present the results of our experiments, addressing
each of the questions posed in Section 1.

5.1 BBC effectiveness evaluation

We consider 77 SUT models, for a total of 310 pairs of models with
accompanying violated properties. Our use of step budgets kept
us from finding all 310 bugs. In total, our BBC approach found 304
(98%) of the bugs across all 50 random seeds. The RERS case study
was the only case study for which not all bugs were found in all
seeds: BBC found 96% of the bugs on average across all seeds, with
a standard deviation of 10%. On average, our BBC found 278.2 (90%)
of the 310 bugs per seed, with a standard deviation of 5.28 bugs.
Of the 65 models across which BBC found 304 bugs, 32 (49%)
were fully learned by model learning. This accounts for 118/310
(38%) of the bugs. Figure 3 shows for each of these 118 properties the
mean number of queries that BBC and model learning required to
find their bugs across all 50 seeds. The figure shows that for all bugs,
the mean number of queries required by BBC was lower than that
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Figure 3: Scatter plot showing the number of queries needed
for BBC to find a bug, relative to the number of queries
needed to find the bug with model learning, in log scale.

Case study Mean Stdev
BLE 12% —
DTLS Client 2% 3%
DTLS Server 5% 12%
RERS 3% 2%
SSH (DFA) 3% 4%
SSH (LTL) 0% 0%

Table 2: The mean and standard deviation of the percentages
of the number of queries BBC took when compared to model
learning for the bugs from Figure 3, per case study

required by model learning. Model learning required an average of
251732.67 queries for these 118 properties, compared to an average
of 4047.32 (2%) queries for BBC. For the 118 properties, BBC took
an average of 3% of the queries required by model learning, with a
standard deviation of 7%. Table 2 shows the means and standard
deviations of the percentages for the properties per case study.
Note how in Figure 3, some data points for bugs from the same
case studies appear in vertical lines. These lines are formed by
properties that belong to the same model; with model learning, all
bugs for the same model take an almost equal number of queries to
find, since they are only found once the models are fully learned’.
We performed an ablation study to determine the effect of our
runtime monitoring on BBC’s performance. To this end, we re-
peated each BBC experiment with runtime monitoring disabled.
Unmonitored BBC found the same 304 bugs found by (monitored)
BBC. Figure 4 shows the mean number of queries that BBC and
unmonitored BBC needed to find these bugs across the 50 seeds.
This took unmonitored BBC 279199.84 queries on average, while
BBC required an average of 274859.52 (98%) queries. For the 304

"We say that they take an almost equal number of queries to find, because the Model
Checker checks every counterexample found after model learning against the SUT
with an additional learning query, as we explain in Section 1.
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Figure 4: Scatter plot showing the number of queries needed
for BBC to find a bug with runtime monitoring enabled, rel-
ative to the number of queries BBC required with runtime
monitoring disabled, in log scale.

Case study Mean Stdev
BLE 100% -
DTLS Client 69% 31%
DTLS Server 71% 28%
RERS 85% 31%
SSH (DFA) 73% 20%
SSH (LTL) 82% 10%

Table 3: The mean and standard deviation of the percentages
of the number of queries BBC took when compared to un-
monitored BBC for the properties of Figure 4, per case study.

properties, BBC took an average of 79% of the queries required by
unmonitored BBC, with a standard deviation of 30%. Table 3 shows
the means and the standard deviations of the percentages of the
properties per case study.

Figure 5 shows for each case study the number of states the
hypotheses had when BBC found the bugs. The colored markers
indicate the mean number of states across all 50 seeds; the colored
lines that cross the markers show the standard deviations. The gray
bars indicate the mean number of states of the SUT models. On
average, the SUT models have 209.94 states. BBC needed to learn
an average of 16.62 (8%) states to find the bugs, with a standard
deviation of 19.41 states.

5.2 BBC vs. MBT

Finally, we compare BBC’s performance for bug finding with stan-
dalone MBT, for a subset of the benchmarks. Across all 50 seeds,
MBT was able to find 32 (66.6%) of the 48 bugs, while BBC found
all of them.

Figure 6 shows the mean numbers of tests that MBT required,
and the mean numbers of queries that BBC required to find these 32
bugs. MBT used an average of 1357.71 tests to find them, compared
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Final hypothesis states when finding counterexamples

Figure 5: Bar plot comparing the mean and standard devia-
tion of the number of states BBC needed to learn to find the
bugs for the six case studies with the mean number of states
in the SUTs.
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Figure 6: Scatter plot showing the mean number of queries
needed for BBC to find a bug, compared to the mean number
of tests MBT needs to find the same bug.

to an average of 215.87 (16%) queries for BBC. For the 32 bugs, BBC
took an average of 897.08% of the queries, compared to the number
of tests required by MBT, with a standard deviation of 2714.41%.
We also compared the efficiency of two testing methods on the
number of steps (i.e., input events) used to find the bugs. Figure 7
shows the mean number of steps that MBT and BBC required to find
the 32 bugs found by MBT, across all 50 seeds. The figure shows that
for all of the 32 bugs, the mean number of steps required by BBC
was lower than that required by MBT. MBT required an average
of 127136.48 steps to find these bugs, compared to an average of
1211.75 (1%) for BBC. For the 32 bugs, BBC took an average of 6.08%
of the steps required by MBT, with a standard deviation of 11.70%.
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Figure 7: Scatter plot showing the mean number of steps
needed for BBC to find a bug, compared to the mean number
of steps MBT needs to find the same bug,.

BBC not only found more bugs, quicker, but also did so consis-
tently. MBT, only reported 17 (35.4%) of 48 bugs consistently across
all 50 repetitions of the experiment, whereas BBC managed to find
the bugs on every iteration. Figure 8 presents again the comparison
of number of steps required for both BBC and MBT to find each bug,
but this time, the coloring of each point represents how consistent
was MBT in finding such bug; colors range from green, meaning
the bug was found in all experiments, to red, meaning that the bug
was found in less than half of the experiments. The results shows
clearly that MBT consistently finds shallow bugs (i.e. those that
take few test steps), while deep bugs are only occasionally reported.

These results show that BBC consistently outperforms MBT
in both speed and reliability. Even when MBT approaches BBC’s
performance in certain benchmarks, it lacks consistency. This vari-
ability is originated in our implementation’s strong dependence
on randomness, i.e. the initial seed, even when augmented with
memory. As a result, MBT may occasionally discover faults quickly,
but such outcomes are not consistent or reproducible.

6 CONCLUSIONS

BBC is quicker than learning the full model before model checking
(RQ1). Our systematic evaluation confirmed the intuition of Peled,
Vardi & Yannakakis [44, 45] that bugs are detected (much) quicker
when, as part of the BBC loop, model checking is applied for all
intermediate hypotheses, rather than just for the full model. If a
hypothesis model does not satisfy specification S, then a single
additional learning query suffices to either reveal a bug in the SUT
or a bug in the hypothesis model. Hence the information gain of
this query is significant and one should always do it.

BBC finds bugs when the full model cannot be learned (RQ2). Even
when the full model is too large and cannot be learned, BBC is still
able to detect many violations of the specification. In particular,
using BBC, we managed to detect 96% of the safety properties
violations in the challenging RERS 2019 industrial LTL benchmarks.

IEEE/ACM Automated Software Engineering (ASE) Conference, October 12-16, 2026, Munich, Germany

Coloring /' L
® 0-05 s . ¢
0.5-0.75 ,/ ‘

103 0.75-0.9 / co.
o) ® 09-1 i ° e
© ,'

2 %
S Vol o
= ’I
2102 / .
5 s Je
] e M o .
O /
2
5 10 4 ’
s ’/ *
/
7/
7/
7/
/
/
,l

1004 7 .

//l T T T T T T
10° 10t 10?2 10° 104 10° 10°

Mean MBT steps (log scale)

Figure 8: Scatter plot showing the mean number of steps
needed for BBC to find a bug, compared to the mean number
of steps MBT needs to find the same bug. Colors of each
dot denote the fraction of experiments where MBT found
the bug, ranging from green (all experiments) to red (less
than half of the experiments). BBC reported these bugs in
all experiments.

This improves (what we believe to be) the best previous result
for this benchmark collection by Kruger, Junges & Rot [33], who
succeeded to learn partial models for 23 benchmarks (they did
not consider the 7 largest benchmarks), and full models for 15
benchmarks. Here we should emphasize that the goal of [33] was to
learn the full models rather than finding specification violations.

Adding runtime monitoring helps (RQ3). We also found that adding
runtime monitoring to the BBC toolbox leads to a decrease (21%)
of the number of queries required to detect bugs.

BBC is more effective than MBT for high-level specifications (RQ4).
Our results show that BBC is more effective than existing MBT
algorithms in finding (deep) bugs in implementations when only
a high-level model is available. MBT [9, 16, 35, 53] has been ex-
tensively researched and a reasonable number of commercial and
open-source tools exist. MBT has proven to be quite effective when
test are generated from “low level” formal models whose behavior
is close to the behavior of the SUT, in the sense that all states of
the SUT can be reached by first doing an access sequence for a
state in the formal model, followed by a few randomly selected in-
puts. In fact, Vaandrager & Melse [55] observe that prominent MBT
approaches, such as the W-method of Vasilevskii [58] and Chow
[11], the Wp-method of Fujiwara et al. [26], and the HSI-method
of Luo et al. [37] and Petrenko et al. [47, 62], are k-A-complete
for fault domains that contain all FSMs in which any state can be
reached by first performing a sequence from a state cover A for the
specification model, followed by up to k arbitrary inputs, for some
small k. This means that when all states of the SUT can be reached
by first doing an access sequence for some state of the specification,
followed by a few arbitrary inputs, then these MBT approaches
are guaranteed to find bugs in this SUT (when present). Outside
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these fault domains they are much less effective. Indeed, for the
benchmarks considered in this paper, k-A-complete approaches
are ineffective, and we did not use them in our final experiments.
Our benchmarks have up to 200 inputs, which means that we can
only run the MBT algorithms for values of k up to 2. We conjecture
that for many of our benchmarks it is not possible to reach the
faulty SUT states by an access sequence of a specification DFA state
followed by at most 2 arbitrary inputs. Exploring this conjecture
(which might explain the limitations of existing MBT algorithms)
is a question for future research.

Specifications help to find bugs faster. Our results show that, when
BBC is used to detect bugs in implementations, it really helps to
have a high-level specification available. Even in cases where model
learning is unable to learn the full SUT model, BBC is able to learn
a small hypothesis model that enables the detection of specification
violations. In one of our benchmarks (RERS Mé65), for example,
the full SUT model has 3966 states, but hypotheses models with
(on average) 14 states are enough to detect that the SUT violates
5 out of the 17 properties in the specification. This provides a
nice illustration of the aphorism attributed to George Box that “all
models are wrong but some are useful”

7 LIMITATIONS AND FUTURE WORK

All benchmark models in our study have been obtained using model
learning from real world protocol implementations and real em-
bedded controllers. All specifications for the protocol benchmarks
have been derived from the corresponding protocol standards. The
LTL specifications for the RERS benchmarks, however, have been
artificially generated using a property mining approach [32]. It
would be interesting to further explore the effectiveness of BBC to
find specification violations in embedded control software.

In our experiments, we restricted ourselves to a single model
learning method, a single equivalence oracle, and a single model-
based testing approach. We are confident that the main conclusions
of Section 6 will also apply for different algorithms for model learn-
ing and model-based testing: model checking hypotheses against
the specification provides guidance and helps BBC to find bugs
faster. Nevertheless, of course, this needs to be confirmed by fur-
ther studies.

In our study, we used the total number of learning and testing
queries, as well as the total number of inputs and resets, to measure
the efficiency of bug finding approaches. In applications there is
often a strong correlation between the total number of queries and
the time spent on testing/learning. However, performing a query
with many input symbols will take longer than a query with just a
few symbols. Thus, sometimes the total number of input symbols
and resets provides a better measure of the efficiency. For certain
applications, resets are impossible or extremely time consuming.
Groz et al [28] designed the hW-inference algorithm for learning
models using only a single query. We expect that it will be rather
easy to combine hW-inference and BBC.

Learning-based testing (and thus BBC) belongs to the general
area of fuzzing of stateful systems. As observed by [14], “many
fuzzers use some form of learning to infer information about the
message format, the protocol state machine, or both. Evolution can
be regarded as a form of learning because it produces and uses new
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knowledge about the input format, even though this knowledge is
(usually) not expressed in the form of a regular expression, state
machine, or context-fee grammar.” BBC is a black-box technique
but it has been frequently and successfully applied to find bugs in
software for which the source code was available. For those appli-
cations it would be interesting to compare the effectiveness of BBC
with other (grey-box or white-box) fuzzing approaches. Fuzzing
tools typically target memory corruption bugs that crash the SUT,
which is more restrictive than the main objective of BBC: finding
specification violations. However, a recent white-box fuzzing ap-
proach that is closely related to our work has been proposed by
Asadian et.al. [5]. They encode protocol requirements by monitors,
and then employ symbolic execution to detect violations of these
requirements in protocol implementations.

Learning-based testing, a.k.a. active automata learning, is a vi-
brant research area that is progressing rapidly, see e.g. [15, 25, 34].
Primary challenges are to extend the learning algorithms to richer
model classes involving data, timing information and nondeter-
minism, and scaling the model-based testing algorithms to larger
models, in particular in the presence of many possible inputs to
the SUT. Two main tools that support active automata learning
and provide implementations of the most efficient algorithms are
LearnLib [34] and AALpy [41]. LearnLib already supports BBC,
based on the work of [38], using LTL formulas as specifications.
The BBC implementation described in this paper has been devel-
oped on top of AALpy, and accepts both LTL formulas and DFAs
as specifications. We think both BBC implementations can be im-
proved by supporting richer languages for describing specifications
that are closer to standard engineering practices, e.g. inspired by
the bug automata syntax of [23] or automatically generated from
Behavior-Driven Development (BDD) specifications [63].

The design of active automata learning algorithms is a subfield
of the general area of machine learning. Thus far, however, we
have not used LLMs in our study of BBC. We see three promissing
ways in which use of LLMs may potentially leverage the effective
application of BBC: (1) Given the ability of LLMs to analyze RFCs
(see e.g. [43]) it would be interesting to use LLMs to automatically
extract formal specifications (e.g., LTL formulas or DFAs) from
RFCs. (2) LLMs may help with the construction of adaptors, which
translate the abstract inputs and outputs from the specification to
concrete messages that are accepted by the SUT (and vice versa).
Building adaptors requires both an understanding of the software
that will be analyzed as well as an understanding of the intended
level of abstraction for the models that one would like to learn.
(3) LLMs may support the conformance testing of the SUT with
respect to hypothesis models [59].

8 DATA AVAILABILITY STATEMENT

The code and data used to obtain the data covered in this paper
is publicly and permanently available on Zenodo and accessible
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